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DETAILED ACTION 

Claim Rejections - 35 USC § 103 

1 : The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-12 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Nikunen et al. (US 2005/0165939 A1) hereinafter Nikunen, in view of Cole (US 
6,714,589 B1). 

CLAIM 1 

Nikunen discloses a data communication method comprising steps of: 
transmitting data from a first computer to a second computer by using a data 
transmission protocol restricting data transmission from the second computer to the first 
computer (Nikunen - Paragraph [0027], "the process control network 3 is connected to 
the external communication network 5 via a one-way data transfer device 12 included in 
communication equipment"); 

Nikunen does not disclose transmitting, a signal representative of data reception 
at the second computer, from the second computer to the first computer by using a 
protocol at a layer lower than the data transmission protocol 

Cole discloses transmitting, a signal representative of data reception at the 
second computer, from the second computer to the first computer by using a protocol at 
a layer lower than the data transmission protocol (Cole - Column 3 Lines 52-55, 
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"modifying a physical layer operating parameter of the modem in response to identifying 
the primitive synchronization signal"). 

It would have been obvious to one of ordinary skill in the art to utilize Nikunen's 
data communication method with Cole's lower layer acknowledgement signal. Cole's 
lower layer acknowledgment is a type of response that is commonly known to be more 
reliable than higher protocol-level signals. Thus, combining Cole's method of sending 
an acknowledgement signal with Nikunen's data communication method would add 
further security and reliability to the Nikunen's data communication method. 

CLAIM 2 

Cole discloses a data communication method according to claim 1, wherein 
restricting data transmission from the second computer to the first computer is 
performed at a physical layer (Cole - Column 3 Lines 52-55, "modifying a physical layer 
operating parameter of the modem in response to identifying the primitive 
synchronization signal"). 

It would have been obvious to one of ordinary skill in the art to utilize Nikunen's 
data communication method with Cole's lower layer acknowledgement signal (Physical 
layer). Cole's lower layer acknowledgment is a type of response that is commonly 
known to be more reliable than higher protocol-level signals. Thus, combining Cole's 
known method of sending an acknowledgement signal with Nikunen's data 
communication method would add further security and reliability to the Nikunen's data 
communication method. 
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CLAIM 3 

A data communication method according to claim 2, wherein the signal 
representative of data reception at the second computer is transmitted via a signal line 
different from a signal path via which data is transmitted from the first computer to the 
second computer. (Cole Column 7 Lines 31-35, "In other words, an independent 
transmission path may be formed using some of the tones, and these tones could be 
used for primitive level communications to control the rest of the tones"). 

It would have been obvious to one of ordinary skill in the art to utilize Nikunen's 
data communication method with Cole's lower layer acknowledgement signal via a 
different signal line. Cole's lower layer acknowledgment is a type of response that is 
commonly known to be more reliable than higher protocol-level signals. Utilizing a 
signal line different from the signal path via which data is transmitted adds further 
security from interference. Thus, combining Cole's known method of sending an 
acknowledgement signal via an independent transmission path with Nikunen's data 
communication method would add further security and reliability to the Nikunen's data 
communication method. 

CLAIM 4 

Nikunen discloses a data communication method according to claim 3, wherein 
the signal representative of data reception at the second computer is represented by a 



Application/Control Number: 1 0/671 ,874 Page 5 

Art Unit: 2109 

change in voltage or current (Nikunen - Paragraph [0039], "the receiver 15 gives the 
transmitter 17 an impulse for transmitting an acknowledgement"). 

CLAIM 5 

< 

Nikunen discloses a data communication method according to claim 4, wherein 
restricting data transmission from the second computer to the first computer is 
performed by removing communication lines via which data is transmitted from the 
second computer system to the first computer system (Nikunen - Paragraph [0028] "In 
order to achieve a sufficient security level, the one-way data transfer device can be 
implemented e.g. as a device compiled using circuits, having no configuration 
potentiality or user interface. This is to ensure that users are incapable of even 
temporarily enabling the one-way data transfer device to allow messages to be 
transmitted also in the second transfer direction"). 

CLAIM 6 

Nikunen discloses an information processing apparatus having a first computer 
comprising: a data transmission processing unit for transmitting data to a second 
computer; and an input unit for inputting from the second computer, and whereby data 
reception at the second computer is restricted (Nikunen - Paragraph [0027], "the 
process control network 3 is connected to the external communication network 5 via a 
one-way data transfer device 12 included in communication equipment"). 
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Nikunen does not disclose a signal representative of reception of the data at the 
second computer, wherein the signal representative of reception of the data at the 
second computer is input to said input unit from the second computer by using a 
protocol at a level lower than a protocol of data transmission. 

Cole discloses a signal representative of reception of the data at the second 
computer, wherein the signal representative of reception of the data at the second 
computer is input to said input unit from the second computer by using a protocol at a 
level lower than a protocol of data transmission (Cole - Column 3 Lines 52-55, 
"modifying a physical layer operating parameter of the modem in response to identifying 
the primitive synchronization signal"). 

It would have been obvious to one of ordinary skill in the art to utilize Nikunen's 
data communication method with Cole's lower layer acknowledgement signal via a 
different signal line. Cole's lower layer acknowledgment is a type of response that is 
commonly known to be more reliable than higher protocol-level signals. Utilizing a 
signal line different from the signal path via which data is transmitted adds further 
security from interference. Thus, combining Cole's known method of sending an 
acknowledgement signal via an independent transmission path with Nikunen's data 
communication method would add further security and reliability to the Nikunen's data 
communication method. 
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CLAIM 7 

Nikunen discloses an information processing apparatus according to claim 6, 
wherein said input unit is an electric contact unit connected to a communication line 
capable of only physical one-way communications from the first computer to the second 
computer (Nikunen - Paragraph [0028] "In order to achieve a sufficient security level, 
the one-way data transfer device can be implemented e.g. as a device compiled using 
circuits, having no configuration potentiality or user interface. This is to ensure that 
users are incapable of even temporarily enabling the one-way data transfer device to 
allow messages to be transmitted also in the second transfer direction"). 



CLAIM 8 

Nikunen discloses a data communication method according to claim 7, wherein 
data is controlled not to be transmitted from the second computer to the first computer 
by removing communication lines for transmitting data from the second computer to the 
first computer, from a communication path interconnecting the first and second 
computer (Nikunen - Paragraph [0028] "In order to achieve a sufficient security level, 
the one-way data transfer device can be implemented e.g. as a device compiled using 
circuits, having no configuration potentiality or user interface. This is to ensure that 
users are incapable of even temporarily enabling the one-way data transfer device to 
allow messages to be transmitted also in the second transfer direction"). 
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CLAIM 9 

Nikunen discloses a data communication method according to claim 8, wherein 
data is transmitted only from the first computer to the second computer in one-way 
communications by using the communication path interconnecting the first and second 
computers (Nikunen - Paragraph [0028] "In order to achieve a sufficient security level, 
the one-way data transfer device can be implemented e.g. as a device compiled using 
circuits, having no configuration potentiality or user interface. This is to ensure that 
users are incapable of even temporarily enabling the one-way data transfer device to 

■J * 

allow messages to be transmitted also in the second transfer direction"). 

CLAIM 10 

Nikunen discloses a data communication method according to claim 7, wherein 
said electric contact unit is a contact to be used for receiving information representative 
of reception of data at the second computer (Nikunen - Paragraph [0028] "In order to 
achieve a sufficient security level, the one-way data transfer device can be implemented 
e.g. as a device compiled using circuits"). 

CLAIM 11 

Nikunen discloses an information processing apparatus according to claim 10, 
wherein data is transmitted from the first computer to the second computer (Nikunen - 
Paragraph [0027], "the process control network 3 is connected to the external 
communication network 5 via a one-way data transfer device 12 included in 
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communication equipment"), while confirming reception of the data by using said 
electric contact unit (Nikunen - Paragraph [0028] "In order to achieve a sufficient 
security level, the one-way data transfer device can be implemented e.g. as a device 
compiled using circuits"). 

CLAIM 12 

A data communication method according to claim 6, wherein the number of 
transmission times is added to data to be transmitted from said data transmission 
processing unit, and the data is transmitted to a reception application which receives the 
data basing upon a port number (Cole Column 6 Lines 47-52 "may be repeated by the 
modem indefinitely until the request is acknowledged. Alternatively, the request may be 
repeated a predetermined number of times. After receiving the bit swap request, the 
modem 20 at the central office 30 responds..."). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Farhad Ali whose telephone number is (571) 270-1920. 
The examiner can normally be reached on Monday thru Friday, 7:30am to 5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeffrey C. Pwu can be reached on (571) 272-6798. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

» 

Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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